CHEROKEE COUNTY BOARD OF EDUCATION

EMPLOYEE TECHNOLOGY ACCEPTABLE USE POLICY

1. Purpose

1.1. The Cherokee County School District network has been established for a limited educational purpose. The term "educational purpose" includes classroom activities, professional or career development, and limited high-quality self-discovery activities. Use of the network, including its communication capabilities, computer equipment or other electronic devices, is primarily for educational purposes.  Limited peer communication and limited self-discovery activities are permitted only during non-instructional time and only to the extent they are not disruptive to services or excessive in nature.
1.2. The Cherokee County School District computer network has not been established as a public access service or a public forum. The purpose of the system is to assist in preparing students for success in life and work by providing them with electronic access to a wide range of information and the ability to communicate with people throughout the world. Additionally, the system will be used to increase District communication, enhance productivity, and assist District employees in upgrading their skills through greater exchange of information with their peers. The District system will also assist the District in sharing information with, but not limited to, the local community, including parents, social service agencies, government agencies, and businesses. The Cherokee County School District has the right to place reasonable restrictions on the materials accessed or posted through the system. Users are expected to follow the rules set forth in this acceptable use policy, the Cherokee County School District Policy Manual and the law in their use of The Cherokee County School District computer network.

1.3. Users may not use the District system for commercial purposes, defined as offering or providing goods or services or purchasing goods or services or for personal financial gain. District acquisition policies will be followed for District purchase of goods or services through the District system. 

1.4. Users may not use the system for political lobbying, as defined by the Alabama State Department of Education. District employees and students may use the system to communicate with their elected representatives and to express their opinion on political issues.

2. District and School Responsibilities

2.1. The Superintendent will serve as the coordinator to oversee the District system and will work with the district Technology Coordinator and his/her staff to accomplish the educational mission of the Cherokee County Board of Education. 

2.2. Principals will serve as the building-level coordinator for the District system, will approve building-level activities, ensure teachers and students receive proper training in the use of the system and the requirements of employee, student, and board policies, establish a system to ensure adequate supervision of students using the system, establish a system to ensure adequate parental permission for student access, maintain executed user agreements, and be responsible for interpreting the District Acceptable Use Policy at the building level.

2.3. The Network Administrator of the Technology Office of the Cherokee County Board of Education will establish a process for setting-up individual and class accounts, set quotas for disk usage on the system, establish a retention schedule, establish a District virus protection process, and be the point of contact for technical advisement to all other employees.

2.4. The Technology Office will establish account access privileges for district level programs such as STIDistrict, network access, and e-mail. The Attendance Coordinator, Special Education Coordinator, and CNP Coordinator will assist in providing verification of required access levels for employees at the district level for programs that allow access to data pertaining to each coordinator.

2.5. The local school principal is responsible for establishing procedures and policies for granting and limiting access to local school based programs such as, but not limited to, STI, Star, and AR.

2.6. It is the responsibility of the local school principal to notify the Technology Office of personnel changes in the school that affect network account and e-mail information (new hires, leaves, transfers, name changes, etc.). This notification should be done in a timely manner so that accounts can be established and removed effectively. 

2.7. The local school principal and/or the designee will review no less than annually all account and permissions assigned to their school. Erroneous information will be corrected and/or reported to the District Technology Coordinator as appropriate.

3. Technical Services Provided through District System
3.1. E-mail. E-mail will allow employees to communicate with people throughout the world for educational purposes.  Individual employee e-mail accounts will be established only after a request for an account from the local school principal or Technology Contact. Users will be able to subscribe to relevant mailing lists to engage in group discussions related to educational subjects.

3.2. World Wide Web. The Web provides access to a wide range of information in the form of text, graphics, photographs, video, and sound, throughout the world. The Web is a valuable research tool for students and employees when used as an educational resource and tool.

3.3. Filtering/Monitoring Software. The District will block access to certain sites and will monitor sites visited by users of the network.

3.4. Server and network resources. The Technology Office will provide management and monitoring of local school and district servers and network resources to ensure maximum operational time during normal school hours for the completion of school related functions that are dependent upon such resources. The resources of servers and the network are limited and will be prioritized for educational purposes. The Technology Office may, at their sole discretion, choose to allow storage of files on a server if sufficient space is found to be available. Based on capacity and planning requirements, the Technology Office will determine the amount of storage allocated per individual user on such a server. Any information that is placed on the district managed local school server is not guaranteed to be available or protected in any manner and is subject to removal at any time without notice or explanation of any type. No files of a personal nature are to be stored on a server. Any files stored on a server should be removed in an expeditious manner when they are no longer needed. The Technology Office can remove the ability to store files on a server at any time without notice of any type. The limiting of bandwidth across the network will be prioritized for educational use. The Technology Office may deny and/or limit particular types of traffic in order to ensure educational related traffic is prioritized. This may result in the unavailability of some resources.

3.5. Access from home. The District does not provide for or support access from home in any way. If access from home is allowed for particular programs, the district will provide instructions for access to such resources and ensure that the district side of the connection meets reasonable requirements for virus protection, safety, and security. If access from home is allowed for particular programs, it is the responsibility of the individual to ensure that their home computer has connectivity, current virus protection, relevant patches, required components, and connects safely and securely to the district network. The district does not have the resources to ensure these components are in place and/or provide assistance in obtaining them for home computers.  Access from home, if allowed, is a privilege and may be removed at any time without notice. The District makes no guarantee whatsoever that access from home will be secure, available, or functioning.

4. Access to the System
4.1. The District's Acceptable Use Policy will govern all use of the District system. Student use of the system will also be governed by the Cherokee County Board of Education Code of Conduct Student Handbook and Student Acceptable Use Policy.  Employee use will be governed by Cherokee County School District Personnel Policy Manual and the policies and restrictions set forth in this acceptable use document.

4.2. World Wide Web. All District employees and students will have access to the Web through the District's networked computers. No agreement will be required but the Acceptable Use Policy must be signed. Parents may specifically request that their student not be provided such access by notifying the individual school principal in writing.  (This will not prevent the student from using a computer and the network resources such as Accelerated Reader and other related educational resources.)  It is the local school principal’s responsibility to ensure that students that are not authorized Internet access do not receive such access.

4.3. Classroom Accounts. A classroom account may be used and/or established for class electronic communications for educational purposes only. This may be the teacher account or an additional classroom account. The teacher will be responsible for and supervise all information exchanged to and from the account. No student will be allowed to use a classroom account directly and must direct all communications through the supervision of the classroom teacher. Parents may specifically request that their student not be provided access through the classroom account by notifying the individual school principal in writing.

4.4. Individual E-mail Accounts for Students. Students may be granted e-mail access only through the request of their teacher and with the approval of their parent in the form of a signed agreement to be obtained individually as needed by the teacher (the form is available on the Technology Office web site). Elementary students (K-6) will not be issued individual e-mail accounts except in a special circumstance requested by the teacher and with parental approval. The teacher must have a valid educational reason for requesting the establishment of an account and the use of the account will be limited to curricular activities. The requesting teacher may be asked to produce evidence of the need for an account if required for auditing purposes. A third party that is not under the control of the Cherokee County Board of Education may provide the e-mail account (For example: a service such as gaggle.net).  Parents may specifically request that their student not be provided an e-mail account by notifying the individual school principal in writing and/or not signing the permission form.

4.5. Individual E-mail Accounts for District Employees. District employees will be provided with an individual e-mail account. No agreement will be required.  E-mail accounts will be terminated when employment with the school district ends.

4.6. Guest Accounts. Guests may receive an individual account with the approval of a District administrator if there is a specific, District-related purpose requiring such access. Use of the system by a guest will be specifically limited to the District-related purpose. An agreement will be required and parental signature will be required if the guest is a minor. The guest account must be sponsored by a District and/or school employee. The sponsor is responsible for the request and ensuring that access is appropriate.

4.7. All students will sign-in to use a computer. The record will indicate the individual using the computer, the purpose for use, and the time and date used. Individual sign-in sheets per computer will be required for general use computers. Alternatively, teachers may use seating assignment charts if students use the same computers daily. In either circumstance, the teacher/instructor will be ultimately responsible for identifying who was using a computer during a particular time.

4.8. No student should be allowed to use a computer or other device on the Cherokee County School District network, with or without Internet access and/or e-mail, unsupervised. The responsibility of supervision falls on the classroom teacher of the student.

4.9. The use of online journals and web logs as effective classroom tools to encourage collaboration, enhance writing skills, share information, foster discussion, report research, and provide feedback relating to classroom instruction is encouraged within the Cherokee County School System.  However, due to the nature of social networking sites, the Cherokee County Board of Education has adopted the following guidelines regarding the instructional use of online journals and web logs.

4.9.1. All teachers in Cherokee County interested in using web logs (blogs) for educational use should attend a 2-hour training session offered by the Technology Office and be familiar with these guidelines.

4.9.2. Blogs for educational use within the Cherokee County School System must be created in gaggle.net or a similar site that has been approved by the Technology Office.

4.9.3. Teachers must manage all posts and comments to their class blogs.  As administrator of your blog, approve all posts and comments before they are published.  Use a spam filter to control comments and posts from spammers.  Hold all comments/posts containing hyperlinks until you have approved all sites.

4.9.4. Teachers must create a unique and secure password for their blog and change it periodically.

4.9.5. Teachers are advised to inform parents/guardians of the instructional use of blogs before students are allowed to post to your class blog.

4.9.6. Teachers must identify students who do not have a signed Student Acceptable Use Policy on file granting access to the Internet.

4.9.7. Teachers must inform their local administrator of the class blog topic prior to creating a class blog site and local technology committee so that it can be added to the school’s technology plan.

4.9.8. Teachers must provide all students with a copy of the “Class Blogging Agreement” prior to using blogs in the classroom and retain the signed and dated agreement on file (available from Technology web site).

4.9.9. Teachers should include the CCBOE disclaimer in their class blog wither as the first post to the blog to in the “about” section of their blog:  “This is a classroom web log managed by an employee of the Cherokee County Board of Education.  As such, it should be treated as any other classroom space.  All posting and comments to this web log will be moderated before publication.  The postings on this space represent the personal views and opinions of the individuals who post and do not necessarily represent the positions, strategies or opinions of the Cherokee County Board of Education.”

5. Parental Notification and Responsibility 
5.1. The District will notify the parents about the District network and the policies governing its use. Parents must sign an agreement to allow their student to have an individual account. Parents must sign an agreement to allow their student to use the Cherokee County School District Network. Parents may submit a written request to the local school principal if they do not wish for their student to have Internet and/or e-mail access. Parents may request alternative activities for their student(s) that do not require Internet access if they choose.

5.2. Parents have the right to request the termination of their student's individual account and/or access at any time. The District and/or school will have a reasonable amount of time to remove such access.

5.3. The District Acceptable Use Policy contains restrictions on accessing inappropriate material. There is a wide range of material available on the Internet, some of which may not be fitting with the particular values of the families of the students. It is not practically possible for the District to monitor and enforce a wide range of social values in student use of the Internet. Further, the District recognizes that parents bear primary responsibility for transmitting their particular set of family values to their children. The District will encourage parents to specify to their student what material is and is not acceptable for their child/student to access through the District system. 

5.4. The District will provide students and parents with guidelines for student safety while using the Internet through the Student Acceptable Use Policy. 

6. District Limitation of Liability
6.1. The District makes no warranties of any kind, either express or implied, that the functions or the services provided by or through the District system will be error-free, without defect, or accessible. The District will not be responsible for any damage users may suffer, including but not limited to, loss of data or interruptions of service. The District is not responsible for the accuracy or quality of the information obtained through or stored on the system. The District will not be responsible for financial obligations arising through the unauthorized use of the system.

7. Personal Equipment and Software

7.1. No individually owned personal or home computer (including, but not limited to laptop computers) may be attached to the Cherokee County School District network.  All equipment attached to the Cherokee County School District network must be owned by the Board of Education or local school and be a certified component authorized by the Technology Office.  Certified components are those listed on the computer bid or authorized on an individual case as needed by the Technology Office.

7.2. The Cherokee County Board of Education assumes NO responsibility or liability for any personal technology equipment brought to any school facility. Personal equipment may not be attached to the network. Personal equipment may only may be used stand-alone without any support or liability whatsoever by the Cherokee County Board of Education. 

7.3. Information that is the property of the Cherokee County School District and intended solely for the use of its employees in completing school administrative functions, such as access to student records, manipulation of database programs, installation of software applications, access to files stored on county owned servers, etc., may not be accessed or downloaded by an individually owned computer or other electronic device.  Individual stand-alone applications that are independent of network functionality are the responsibility of the individual computer owner.  The individual owner is responsible for providing proof of license upon request for such software to the Technology Office or designee.

7.4. No student information data, such as, but not limited to, STI, Star, AR, etc., is authorized to be stored on personally owned technology equipment.

7.5. Privately owned personal software that an employee of the Cherokee County Board of Education desires to install on a computer that is owned by the school district must meet the following criteria before being permitted to be installed.

7.5.1. The individual must supply a copy of the printed license agreement to the Technology Office or designee (school technology contact, for example) that accompanies the software in which it is stated that the software supplier permits this additional install due to work/home circumstances.  A copy of this license agreement must be kept on file in the school office and by the individual, to be presented upon request. If this software is to only be installed on the school computer, then only a copy of the license agreement must be provided.

7.5.2. The software that is to be installed must NOT adversely affect either the individual computer or network in performance, resources, or efficiency.

7.5.3. The software must have an educational intent and purpose and directly support the educational mission statement of the district and school.

7.5.4. It is understood that neither the technology staff of the school or the Technology Office will provide any support for the software through guidance or assistance in its use. It is further understood that the school district assumes no responsibility for the data generated by personally owned software and reserves the right to restrict any distribution of the data when it contains information of a personal nature, especially related to students and other employees.

7.5.5. No game software of any kind may be installed without a demonstration of its educational value directly related to the Alabama Course of Study.

7.5.6. The Technology Office retains the right to remove any software, and any data generated by the software, if it is found to not be in compliance with the above guidelines or found to cause disruptive behavior to the resources of the Cherokee County School District network and/or computers.

8. Management of Technological Equipment

8.1. Technology Inventory

8.1.1. The local school principal is responsible for the accuracy of the Technology Inventory. This inventory only contains technology items and is currently separate from the fixed asset inventory and any other inventories.

8.1.2. Teachers must maintain an accurate inventory of technology items in their rooms.

8.1.3. An annual inventory audit is required by every school and individual.

8.2. Software license

8.2.1. Any software installed on a computer must have proof of a license.

8.2.2. The Technology Office retains the right to remove any software found to be illegal and/or does not have a valid license.

8.3. Equipment Transfers

8.3.1. When technology equipment is transferred, the local school technology contact must be notified of the transfer. The T# of the item and all other relevant information must be reported. The local school technology contact will report the transfer to the Technology Office and update the inventory.

8.3.2. Any other required documentation, such as a fixed asset transfer sheet, must also be completed.

8.4. Computer Redeployment Considerations

8.4.1. Consideration of and respect for the primary user's data stored on a computer must be given the highest priority BEFORE any computer equipment is replaced or redeployed.  The principal and the user should agree upon a time and date for the change.  It will be the responsibility of the individual user to backup or copy any personal or educational data stored on a machine prior to the machine being moved/transferred/etc.  It will be the responsibility of the users to recopy any stored data to a new machine.  

8.5. Donated Computers

8.5.1. No school in the Cherokee County School District should accept donated computers without an evaluation of the equipment by the Technology Office.  All accepted donated computers MUST come through the Technology Office. The Technology Office will determine if the computers meet the minimum Alabama State Department of Education requirements for placement on the network and inclusion on the inventory reported to the state. License considerations will also be determined. Donations not meeting these standards will not be accepted. Schools accepting equipment that does not meet these standards and against the advice of the Technology Office will be responsible for the entire cost of making the computers meet the standards.

8.6. The disposal of technology equipment, primarily computer and peripheral devices, should be done in accordance with district policies and fixed asset procedures.  The following considerations and options should be used when a decision is to be made regarding the disposal of technology equipment.

8.6.1. Considerations:

8.6.1.1. Records of equipment serial numbers or fixed asset numbers must be maintained on file for audit purposes.

8.6.1.2. Policies, procedures and handling of technology equipment shall be in accordance with the Teacher Policies and Procedures Handbook.

8.6.1.3. The Technology Office of the Cherokee County Board of Education may provide assistance, equipment evaluations, and recommendations upon request regarding the status of equipment.

8.6.2. Options for disposal:

8.6.2.1. The equipment in question may be transferred via the Inventory Deletion or Transfer Form to the Technology Office where any useable parts that can be salvaged will be used for the repair or upgrade of similar or compatible existing equipment.  Any remaining parts will be noted by fixed asset or serial number and disposed of by recycling or other proper disposal.  Records of fixed asset numbers or serial numbers for equipment disposal will then become the responsibility of the Technology Office. Monitors may not be sent to the Technology Office, only computer components that have recyclable value. The Technology Office must be contacted for permission before any transfers may be conducted and will be allowed on an as-needed basis for the components as determined by the Technology Office. The Technology Office is not required to accept any transfers and will do so only when there is a need for the components.

8.6.2.2. The school administrator or their designee may make the equipment status determination and dispose of the equipment in accordance with the Teacher Policies and Procedures Handbook and applicable laws and regulations concerning disposal of such equipment.

8.6.2.3. Recycling of metal or plastic parts should always be a consideration and take priority over landfill disposal, when allowed by law and regulations.

8.6.3. Disposal of toxic electronic components. The discard of monitors and other toxic electronic equipment is the responsibility of the individual school. Current environmental laws and regulations must be reviewed and adhered to in all cases involving toxic materials. Schools should contact local landfills for their policies regarding the disposal of monitors and other materials classified as toxic. The school should maintain paperwork indicated that such disposals were completed properly.

9.  Due Process
9.1. The District will cooperate fully with local, state, or federal officials in any investigation concerning to or relating to any illegal activities conducted through the District system.

9.2.  In the event there is an allegation that a student has violated the District Acceptable Use Policy, the student will be provided with notice of the alleged violation and an opportunity to present an explanation per the due process policy outlined in the Cherokee County Board of Education Code of Conduct Student Handbook. 

9.3. Disciplinary actions will be tailored to meet specific concerns related to the violation and to assist the student in gaining the self-discipline necessary to behave appropriately on an electronic network. If the alleged violation also involves a violation of other provisions of the Cherokee County Board of Education Code of Conduct Student Handbook the violation will be handled in accord with the applicable provision of the Cherokee County Board of Education Code of Conduct Student Handbook and determined by the individual school principal.

9.4.  Employee violations of the District Acceptable Use Policy will be handled in accordance with Cherokee County Board of Education Policy Manual.

9.5. Employee violations may result in the suspension and/or removal of account and access privileges while the violation is being investigated. Depending on the outcome of the investigation, the suspension and/or removal may become permanent.

9.6. Any District administrator may terminate the account privileges of a guest user by providing notice to the user. Guest accounts not active for more than 30 days may be removed, along with the user's files without notice to the user.

10. Search and Seizure


10.1. System users have a limited privacy expectation in the contents of their personal files on the District system. 

10.2. Routine maintenance and monitoring of the system may lead to discovery that the user has or is violating the District Acceptable Use Policy, and/or the law. 

10.3.  An individual search will be conducted if there is reasonable suspicion that a user has violated the law or the Acceptable Use Policy.  The nature of the investigation will be reasonable and in the context of the nature of the alleged violation.

10.4.  District employees should be aware that their personal files may be discoverable under Alabama State Employees law. 

10.5. District employees should be aware that their personal files and information may be examined during monitoring of the system and are in no way guaranteed to be secure or confidential.

11. Copyright and Plagiarism
11.1. District policies on copyright will govern the use of material accessed through the District system. Because the extent of copyright protection of certain works found on the Internet is unclear, employees will make a standard practice of requesting permission from the holder of the work if their use of the material has the potential of being considered an infringement. Teachers will instruct students to respect copyright and to request permission when appropriate.

11.2. District policies on plagiarism will govern use of material accessed through the District system. Teachers will instruct students in appropriate research and citation practices.

12. Academic Freedom, Selection of Material, Student Rights to Free Speech 


12.1. Board policies on Academic Freedom and Free Speech will govern the use of the Internet. 

12.2. When using the Internet for class activities, teachers will select material that is appropriate in light of the age of the students and that is relevant to the course objectives. Teachers will preview the materials and sites they require or recommend students to access to determine the appropriateness of the material contained on or accessed through the site. Teachers will provide guidelines and lists of resources to assist their students in channeling their research activities effectively and properly. Teachers will assist their students in developing the skills to ascertain the truthfulness of information, distinguish fact from opinion, and engage in discussions about controversial issues while demonstrating tolerance and respect for those who hold divergent views.

12.3. Unblocking denied sites/resources -- A site that does not serve an educational purpose will not be unblocked. Unblocking requests are evaluated on a case-by-case basis. Requests for the "unblocking" of a web site must be made in writing (email or memo) and sent to the Technology Office with the subject of "Unblock Site Request".  The request MUST include, but is not limited to, the following information:

· Person making the request - Name, school, and email address.

· Site requested - The URL of the site to be unblocked.

· Denied reason - Why is the site currently denied? (obtained from proxy page displayed when attempt was made to access the site.)

· Educational objective - How will unblocking this site assist/improve student learning.

· Purpose - How will this site be used in an educational environment that is tied to a student-learning objective?

Obviously erroneously blocked sites will be allowed if the site serves an educational purpose. The Technology Office will review all requests. The decision will be made within 24-48 hours so valid resources are allowed in a timely manner.

12.4. Unblocking downloads -- Downloads that do not serve an educational purpose will not be unblocked. Downloads that have the potential to cause disruption of network services will not be unblocked. Downloads are evaluated on a case-by-case basis. Although there are many beneficial downloads available, downloads have the potential to cause catastrophic disruptions of network service. Downloads can be harmful for the following reasons: (1) they can carry a payload (a "Trojan-horse") virus that can infect the network, (2) they can create extreme demands on the bandwidth capacities of the network, (3) they can cause problems on the computers that they are installed/used on, (4) their functionality can cause excessive consumption of network resources. Because of these concerns, discretion is given to the Technology Office in determining the appropriateness of a download to ensure a balance between downloads for educational purposes and overall stability of network resources. Requests for the "unblocking" of a download must be made in writing (email or memo) and sent to the Technology Office with the subject of "Unblock Download Request".  The request MUST include, but is not limited to, the following information:

•
Person making the request - Name, school, and email address.

•
Site requested - The URL of the download to be unblocked.

•
Denied reason - Why is the download currently denied?

•
Educational objective - How will unblocking this download assist/improve student education?

•
Purpose - How will this download be used in an educational environment that is tied to a student learning objective?

•
Copyright - What type of download is this? (shareware, freeware, commercial, etc.)  If it is not free software, what are your intentions for evaluation and removal of the software?

•
Use - What specific machine will this software be loaded? (The T#)

Educationally related downloads will be classified into two categories: (1) District-wide software use and (2) individual software use. District-wide software use - Any software that is or has the potential to be used district-wide may be unblocked district-wide for download on individual computers or may be downloaded by the Technology Office and distributed via local school servers. Individual software use - Any software that is for a one-time use for a specific individual or small group of individuals will not be unblocked district-wide. This software will be downloaded by the Technology Office, scanned for viruses, and distributed to the individual(s) requesting the software. The method of distribution will be determined by the Technology Office and coordinated with the requestor. The determination of software use selection is made by the Technology Office based on the method that results in the least disruption for network services.

12.5. Request for Site Blocking -- Any site that is unblocked and available to both teachers and students may be blocked upon request by principals, teachers, technologists, or other persons concerned with the educational validity of a specific site.  Requests for site blocking may be accomplished by written request through memo or email.  Requests for site blocking may be anonymous or identified.  To request that a site be blocked the user must send either a memo or e-mail with the following information to the Technology Office: (1) URL of the site, (2) Page title of the site, and (3) A brief description of the site and reason the site is not considered valid for educational purposes based on the mission statement of the Cherokee County Board of Education.

13. District Web Site
13.1. District Web Site. The District will establish a Web site and will develop Web pages that will present information about the District. The Cherokee County School District Network Administrator will be designated the Webmaster, responsible for maintaining the District Web site.

13.2. School or Class Web Pages. Schools and classes may establish Web pages that present information about the school or class activities. The building principal will designate an individual to be responsible for managing the school Web site and any class sites for the school. Teachers will be responsible for maintaining their class site.  Any web site established on the Cherokee County School District web server must be authorized by the Network Administrator and noted as the "official" web site of a particular entity if it represents some aspect of the Cherokee County School District.  Web sites established for Cherokee County School Districts entities on third party servers are NOT authorized and if established NOT considered "official" or representative of the Cherokee County School District.

13.3. Individual student web pages are only allowed on the Cherokee County School District computer network under the supervision of the classroom teacher and only with an educational purpose. Hobby, interest, “about me”, profile, individualized, and similar pages are not allowed. Students may develop curriculum based web pages for the school web page and/or class projects. Any student page must be reviewed and posted by the teacher to the teacher web site or school-designated area. Students may not directly post any pages to the Internet. All student pages must be created/posted/maintained through a teacher and/or school web site coordinator. Student web pages must not individually identify a student. Pseudo names should be used on materials. The teacher is responsible for the supervision of and the information on the page. No electronic images and/or works may be used on a student page without parental permission (obtained as needed by the teacher). School web page size is governed by the Technology Office and must remain within the established and allowable limits for fair and equitable access. Any student developed web page must not reveal any personal information attributable to an identifiable individual. A parent may revoke permission to publish any and all web pages for their student by notifying the school principal in writing of such a decision.

13.4. Extracurricular Organization Web Pages. With the approval of the building principal and school web site coordinator, extracurricular organizations may establish Web pages as a part of the local school web page. The principal will establish a process and criteria for the establishment and posting of material, including pointers to other sites, on these pages. Material presented on the organization Web page must relate specifically to organization activities and will include only student-produced material. Organization Web pages must include the following notice: “This is a student extracurricular organization Web page. Opinions expressed on this page shall not be attributed to the District.” All extracurricular organization web pages must be approved by the local web site coordinator and the local school principal.

13.5 Identifying Students. No Student should be individually identifiable on a web page, including, but not limited to, text, sound, video, picture and/or other media format available through such a page.

13.6 Photographs of Students. No photograph of any student should be posted to a web page without a parent and/or guardian permission form for the picture. Pictures with more than one student (group pictures) must have a permission form for every student in the picture to be displayed on the web page.  Teachers must use the permission form to obtain parental permission for the display of pictures and/or work. The teacher must specify the permission period and range of pictures/work to be covered on the form. Permission forms must be kept by the teacher and at the school office and made available upon request. A permission form is available on the Technology Office web page.

13.7 Student Work. Permission from a parent and/or guardian must be obtained before the work of any student can be posted on a web site. Any individually identifying characteristics of the work must be removed before it is posted to the web site. Pseudo names should be used. Teachers must use the permission form to obtain parental permission for the display of pictures and/or work. The teacher must specify the permission period and range of pictures/work to be covered on the form. Permission forms must be kept by the teacher and at the school office and made available upon request. A permission form is available on the Technology Office web page.

13.8 Names of Students. Only the first name and the first letter of the last name should be used to reference students on a web page. Students should not be individually identified in a picture. It is strongly recommended that pseudo names be used instead of actual names when applicable and appropriate.

13.9 Responsibility for Student Information. The final decision resides with the local school web site coordinator and local school principal concerning the posting of information as related to students in any format whatsoever. It is the responsibility of the teacher to obtain and maintain electronic usage forms for pictures and/or work located on their teacher web site. It is the responsibility of the local school principal and local school web site coordinator to collect and maintain electronic usage forms for pictures and/or work located on the school web site. It is the Technology Coordinator’s responsibility to maintain electronic usage forms for pictures and/or work located on the district web site.

14. District Acceptable Use Policy

 The following uses of the District system are considered unacceptable:

14.1. Personal Safety (Restrictions are primarily for students.)

14.1.1. Users will not post personal contact information about themselves or other      people. Personal contact information includes address, telephone, school address, work address, and e-mail address. (post meaning publish on a web page or make otherwise publicly accessible)

14.1.2.  Users will not under any circumstances create, modify, or knowingly transmit computer viruses.

14.2. Illegal Activities 

14.2.1. Users will not attempt to gain unauthorized access to the District system or to any other computer system through the District System, or go beyond their authorized access. This includes attempting to log in through another person's account or access another person's files. 

14.2.2. Users will not make deliberate attempts to disrupt the computer system performance or destroy data by spreading computer viruses or by any other means. These actions are illegal.

14.2.3. Users will not use the District system to engage in any other illegal act, such as arranging for a drug sale or the purchase of alcohol, engaging in criminal gang activity, threatening the safety of person, etc. 

14.3. System Security

14.3.1. Users are responsible for the use of their individual account and should take all reasonable precautions to prevent others from being able to use their account. Users should use difficult to guess passwords and not store their passwords in any written format under any circumstance. Users should change passwords no less than every 90 days or as often as prompted by the system during normal network use. Under no conditions should a user provide their passwords to another person.  Users should not leave programs “logged in” for access if they are not directly using their computer.

14.3.2. Users will not misuse or mismanage any information they may have access to through their user accounts (student data, grades, software license, installation programs, etc.).

14.3.3. Users will immediately notify the Cherokee County School District Technology Coordinator and the Network Administrator if they have identified a possible security problem. Users are not authorized to "look for" security problems. This action may be construed as an illegal attempt to gain access.

14.3.4. Users will avoid the inadvertent spread of computer viruses through e-mail or the downloading of files from the Internet by following the guidelines established for these activities by the Cherokee County School District Network Administrator.

14.3.5. Users will not attempt to circumvent any security measure that is in place on the Cherokee County School Network. This includes, but is not limited to, adding unauthorized equipment (computers, handhelds, access points, printers, etc.), guessing passwords, exploring servers, attempting to gain access, and other methods of intrusion attempt. 

14.3.6. The Technology Office must first authorize any equipment before it is allowed to operate on the Cherokee County School District network. Authorized equipment is identifiable by the assignment of a Technology Office “T” number and has been purchased with the approval of the Technology Coordinator and/or his/her designee through authorized channels (bids, state contracts, etc.). Any equipment/software/technology purchased without the authorization of the Technology Coordinator and/or through inappropriate channels may be denied access to the Cherokee County School District network and support from the Technology Office.

14.4. Inappropriate Language

14.4.1. Restrictions against Inappropriate Language apply to public messages, private messages, and material posted on Web pages.

14.4.2. Users will not use obscene, profane, lewd, vulgar, rude, inflammatory, threatening, or disrespectful language.

14.4.3. Users will not post information that, if acted upon, could cause damage or a danger of disruption.

14.4.4. Users will not engage in personal attacks, including prejudicial or discriminatory attacks. 

14.4.5. Users will not harass another person. Harassment is persistently acting in a manner that distresses or annoys another person. If a user is told by a person to stop sending them messages, they must stop.

14.4.6. Users will not knowingly or recklessly post false or defamatory information about a person or organization.

14.5. Respect for Privacy

14.5.1. Users will not repost a message that was sent to them privately without permission of the person who sent them the message. 

14.5.2. Users will not post private information about another person.

14.5.3. Users will not send and/or access electronic information anonymously.

14.6. Respecting Resource Limits.

14.6.1. Users will use the system only for educational and professional or career development activities. 

14.6.2. Users will not download large files including but not limited to free program files without authorization from the Technology Office.  

14.6.3. Users will not post chain letters or engage in "spamming". Spamming is sending an annoying or unnecessary message to a large number of people.

14.6.4. Users will check their e-mail frequently, delete unwanted messages promptly, and stay within their e-mail quota.

14.6.5. Mail older than 90 days will be deleted from the system without notice.

14.6.6. Users will not install and/or use illegal software on the District Network.

14.7. Plagiarism and Copyright Infringement

14.7.1. Users will not plagiarize works that they find on the Internet. Plagiarism is taking the ideas or writings of others and presenting them as if they were original to the user.

14.7.2. Users will respect the rights of copyright owners. Copyright infringement occurs when an individual inappropriately reproduces a work that is protected by a copyright. If a work contains language that specifies acceptable use of that work, the user should follow the expressed requirements. If the user is unsure whether or not they can use a work, they should request permission from the copyright owner. 

14.7.3. Teachers will instruct and supervise students concerning copyright.

14.8. Inappropriate Access to Material

14.8.1. Users will not use the District system to access material that is profane or obscene (pornography), that advocates illegal acts, that advocates violence or discrimination towards other people (hate literature), is illegal, or has no educational or professional development value. For students, a special exception may be made for hate literature if the purpose of such access to conduct research and access is approved by both the teacher and the parent. District employees may access the above material only in the context of legitimate research.

14.8.2.  If a user inadvertently accesses such information, they should immediately notify the Network Administrator. This will protect users against an allegation that they have intentionally violated the Acceptable Use Policy.

PLEASE SIGN AND RETURN TO YOUR PRINCIPAL OR SUPERVISOR


Cherokee County Board of Education - Technology Acceptable Use Policy

EMPLOYEE ACCEPTABLE USE AGREEMENT FORM
Dear Employee of the Cherokee County Board Of Education,


The Cherokee County Board of Education has established the attached policy statement and guidelines that will govern the use of technology.  The policy statement and guidelines are for your safety and protections and address Internet access, E-mail, and use of the Cherokee County School District Network.  The policy statement and guidelines must be read and signed by each employee to have access to the Cherokee County School District Network, Internet resources, and/or e-mail privileges.


Violations of the policy statement and guidelines are subject to the Cherokee County Board of Education Policy Handbook.


I acknowledge by my signature below that I have read, understand and agree to all terms, policies and guidelines set forth in the Cherokee County Board of Education Technology Acceptable Use Policy.


I also acknowledge that this agreement will remain active unless it is revoked by me or the Technology Office or other authorized entity of the Cherokee County School District.

Employee Name:______________________________________________________

Employee

Signature: ___________________________________________________________  

Date: _______________________________________________________________
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