CHEROKEE COUNTY BOARD OF EDUCATION

STUDENT TECHNOLOGY ACCEPTABLE USE POLICY

(This policy is to be posted anywhere students may access computers)

1. Definitions

1.1. Internet – A global collection of networked computers and resources. These resources are available through the Cherokee County School District Network.

1.2. Intranet – An internal collection of networked computers and resources. These resources are available through the Cherokee County School District Network.

1.3. World Wide Web (WWW) – The part of the Internet/Intranet that provides specially formatted documents to a web browser that can contain text, graphics, and multimedia objects.

1.4. E-mail (Electronic Mail) – A message that is transmitted electronically over a communications network.

1.5. Cherokee County School District Network – The collection of electronic devices including, but not limited to, computers, printers, scanners, cameras, copiers, connectivity, and other electronic and connectivity devices that may or may not have access to the Internet, networked resources, electronic mail and other services available through the local network and the Internet.

2. Educational Purpose

2.1. The Cherokee County School District network has been established for a limited educational purpose. The term "educational purpose" includes classroom activities, professional or career development, and limited high-quality self-discovery activities. Use of the network, including its communication capabilities, computer equipment or other electronic devices, for personal use is strictly prohibited.

2.2. The Cherokee County School District computer network has not been established as a public access service or a public forum. The purpose of the system is to assist in preparing students for success in life and work by providing them with electronic access to a wide range of information and the ability to communicate with people throughout the world. The Cherokee County School District has the right to place reasonable restrictions on the material you access or post through the system. You are expected to follow the rules set forth in this acceptable use policy, the Cherokee County School District Code of Conduct and the law in your use of The Cherokee County School District computer network.

2.3. You may not use the Cherokee County School District computer network for commercial purposes. This means you may not offer, provide, or purchase products or services through the Cherokee County School District computer network.

2.4. You may not use the Cherokee County School District computer network for political lobbying. However, you may use the system to communicate with elected representatives and to express your opinion on political issues.

3. Student Internet and Network Access

3.1. All students will have access to the Internet and World Wide Web information resources through their classroom, library, or school computer lab. All students will have access to the network resources of the Cherokee County School District Network, unless revoked. If you or your parent and/or guardian do not wish for you to have access to the resources of the Internet, your parent and/or guardian must initial the statement on the agreement form to indicate this fact.  Additionally, your parent and/or guardian should notify your school principal in writing of this fact. This will not prevent you from using a computer and local network resources such as, but not limited to, Star, AR, and other local networked applications. You must still agree to the terms in this Acceptable Use Policy to use the Cherokee County School District network, as they are applicable to local network access as well.

3.2. Classroom Accounts. A classroom account may be used and/or established for class electronic communications for educational purposes only. This may be the teacher account or an additional classroom account. The teacher will be responsible for and supervise all information exchanged to and from the account. No student will be allowed to use a classroom account directly and must direct all communications through the supervision of the classroom teacher. Parents may specifically request that their student not be provided access through the classroom account by notifying the individual school principal in writing.

3.3. Individual E-mail Accounts for Students. Students may be granted e-mail access only through the request of their teacher and with the approval of their parent and school principal in the form of a signed agreement to be obtained individually as needed by the teacher (the form is available on the Technology Office web site). Elementary students (K-6) will not be issued individual e-mail accounts except in a special circumstance requested by the teacher and with parental approval. The teacher must have a valid educational reason for requesting the establishment of an account and the use of the account will be limited to curricular activities. The requesting teacher may be asked to produce evidence of the need for an account if required for auditing purposes. A third party that is not under the control of the Cherokee County Board of Education may provide the e-mail account (For example: a service such as gaggle.net). 

3.4. Individual student web pages are only allowed on the Cherokee County School District computer network under the supervision of the classroom teacher and only with an educational purpose. Hobby, interest, “about me”, profile, individualized, and similar pages are not allowed. Students may develop curriculum based web pages for the school web page and/or class projects. Any student page must be reviewed and posted by the teacher to the teacher web site or school-designated area. Students may not directly post any pages to the Internet. All student pages must be created/posted/maintained through a teacher and/or school web site coordinator. Student web pages must not individually identify a student. Pseudo names should be used on materials. The teacher is responsible for the supervision of and the information on the page. No electronic images and/or works may be used on a student page without parental permission (obtained as needed by the teacher). School web page size is governed by the Technology Office and must remain within the established and allowable limits for fair and equitable access. Any student developed web page must not reveal any personal information attributable to an identifiable individual. A parent may revoke permission to publish any and all web pages for their student by notifying the school principal in writing of such a decision.

3.5. All students will sign-in to use a computer. The record will indicate the individual using the computer, the purpose for use, and the time and date used. Individual sign-in sheets per computer will be required for general use computers. Alternatively, teachers may use seating assignment charts if students use the same computers daily. In either circumstance, the teacher/instructor will be ultimately responsible for identifying who was using a computer during a particular time.

3.6. The Cherokee County School District uses an electronic protection measure to filter access to the Internet through the Cherokee County School District Network.  The purpose of the filter is to block inappropriate materials that do not serve an educational purpose for the system or otherwise cause undue burdens and/or disruptions to the system or disrupt the educational mission of the system. There is a wide range of material available on the Internet, some of which may not be fitting with your particular values and some of which may not be blocked in its entirety by the filter. It is not practically possible for the District to monitor and enforce a wide range of social values in student use of the Internet. Further, the District recognizes that parents bear the primary responsibility for transmitting their particular set of family values to their children. The District encourages parents to specify to their student what material is and is not acceptable for their child/student to access through the District system. 

3.7. The Cherokee County School District uses distance learning equipment to receive and broadcast classes to other schools using video and voice equipment. This is an excellent opportunity for students to receive content they may otherwise not be exposed to and to interact with individuals from other locations. The equipment is also used for virtual field trips, guest speakers from remote locations, and other interactive video and voice conferences.  Students may also receive course content through a distance learning course that is web-based.  Cherokee County students will have the opportunity to take advantage of such learning opportunities when they are available.  A parent and/or guardian must notify the school principal in writing if they do not want their child/student to participate in such distance learning activities.  Before not letting your child participate, please discuss your concerns with the school principal before making your final decision.  The Cherokee County School District encourages all to take advantage of these learning opportunities.

3.8. Online journals and web logs (blogs) used by students as a virtual extension of the classroom environment with the intention of encouraging collaboration, enhancing writing skills, sharing information, fostering discussion, reporting research, and providing feedback related to classroom instruction is encouraged within the Cherokee County School System.  However, due to the nature of social networking sites, the Cherokee County Board of Education has adopted the following student usage guidelines:

3.8.1. Students should understand that blogging is a public activity.  All posts to the class blog site become public domain and are likely to remain accessible, even if your post has been deleted.

3.8.2. Students should only use first names and last initial when posting to class blogs.  Personal information, such as school name and address, home address, phone number, place of work, etc. should not be shared.

3.8.3. Students should use avatars (pictures that represent you but are not of you.)  Pictures of yourself or other class members should not be posted to the class blog.

3.8.4. Students should treat class blogspaces as classroom spaces.  As such, you are expected to conduct yourself in a manner reflective of a representative of this school.

3.8.5. Students should only post things that they would want others to read.  Teachers, principals, other students, parents, and future employers will all have an opportunity to review your post to the class blog.

3.8.6. Students should remember that freedom of speech comes with personal responsibility.  All posts to the class blog represent you and your opinions.  Do not post items to the class blog that would make others uncomfortable or reflects you in a bad light.

3.8.7. Students should only post Internet links to sites they have read and evaluated for authenticity.  All links should be related to the class blog topic and contain information worth sharing with the class.

3.8.8. Students should be aware that all posts to the class blog will be reviewed by the teacher before they will be published.  This is not intended to inhibit your rights to free speech but as a general safety precaution.  Careful consideration will be given during moderation in order to preserve all original content to your post.

3.8.9. Students should sign the “Class Blogging Contract” agreement and inform their parents of the class blogging activities.

4. Unacceptable Uses

The following uses of the Cherokee County School District computer network are considered unacceptable:

4.1. Personal Safety

4.1.1. You will not post personal contact information about yourself or other people. Personal contact information includes, but is not limited to, your address, telephone, school address, work address and e-mail address.

4.1.2. You will not agree to meet with someone you have met online without your parent's approval. Your parent should accompany you to this meeting.

4.1.3. You will promptly disclose to your teacher or other school district employee any message and/or material you receive and/or see that is inappropriate or makes you feel uncomfortable.

4.2. Illegal Activities

4.2.1. You will not attempt to gain unauthorized access to the Cherokee County School District computer network or to any other computer system through the Cherokee County School District computer network or go beyond your authorized access. This includes attempting to log in through another person's account or access another person's files. These actions are illegal and are considered Category III level offenses in the Cherokee County Board of Education Code of Conduct policies.

4.2.2. You will not make deliberate attempts to disrupt the computer system or destroy data by spreading computer viruses or by any other means. These actions are illegal and are considered Category III level offenses in the Cherokee County Board of Education Code of Conduct policies.

4.2.3. You will not use the Cherokee County School District Network to engage in any other illegal act, such as arranging for a drug sale or the purchase of alcohol, engaging in criminal gang activity, threatening the safety of person, etc.

4.2.4. You will not use the Cherokee County School District Network for purposes that are personal in nature and are not related to your education and/or specific school assignments.

4.3. System Security

4.3.1. You are responsible for your individual actions while accessing the Cherokee County School District computer network and should take all reasonable precautions to prevent abuse and misuse of the system for activities other than of an educational nature.

4.3.2. You will immediately notify the Cherokee County School District Technology Coordinator if you have identified a possible security problem. You are not authorized to “look for” or “test” security problems. This action may be construed as an illegal attempt to gain access.

4.3.3. You will avoid the inadvertent spread of computer viruses through e-mail or the downloading of files from the Internet by following the guidelines established for these activities established by the Cherokee County School Technology Office.

4.3.4. If you have an account of any type that is issued through the Cherokee County School District, you will not share your password or account information with anyone and will protect your account from unauthorized use.

4.4. Inappropriate Language

4.4.1. Restrictions against Inappropriate Language apply to public messages, private messages, and material posted on Web pages.

4.4.2. You will not use obscene, profane, lewd, vulgar, rude, inflammatory, threatening, or disrespectful language.

4.4.3. You will not post information that could cause damage or a danger of disruption to network use and/or services and/or access.

4.4.4. You will not engage in personal attacks, including prejudicial or discriminatory attacks.

4.4.5. You will not harass another person. Harassment is persistently acting in a manner that distresses or annoys another person. If you are told by a person to stop sending them messages, you must stop.

4.4.6. You will not knowingly or recklessly post false or defamatory information about a person or organization.

4.5. Respect for Privacy

4.5.1. You will not repost a message that was sent to you privately without permission of the person who sent you the message.

4.5.2. You will not post private information about another person.

4.5.3. You will not send and/or access electronic information anonymously.

4.6. Respecting Resource Limits

4.6.1. You will use the system only for educational and career development activities and limited, high-quality, self-discovery activities. There is no limit on use for education and career development activities as directed by the individual classroom teacher.

4.6.2. You will not download any file unless under the direct supervision of a teacher and with the expressed approval of the Technology Office.

4.6.3. You will not store unauthorized material on computers and/or the Cherokee County School District Network. You will only store materials authorized by your classroom teacher. You will remove materials promptly to ensure storage space is not over utilized and/or abused. There is no guarantee of the availability of storage and/or the ability to save and/or retrieve information.

4.6.4. You will not mishandle the equipment of the Cherokee County School District Network and will take reasonable precautions to safeguard it from abuse and misuse.

4.6.5. You will not attempt to install, copy, delete, setup, remove, monitor or modify in any way software from any computer or system on the Cherokee County School District Network without permission from the Technology Office.

4.6.6. You will not attempt to use or gain access to software that is not specifically allowed for educational purposes.  You will report such software you discover to your teacher immediately and provide information on where the software is located.

4.6.7. You will not post chain letters or engage in "spamming". Spamming is sending an annoying or unnecessary message to a large number of people.

4.6.8. If you have an individual classroom e-mail account for educational use you will periodically delete incoming and outgoing e-mail messages and maintain the account within the limits established by the Cherokee County School District Network Administrator. You will not use an individual classroom e-mail account to attempt to contact individuals that are not authorized by your classroom teacher.

4.6.9. Individual subscriptions to mailing lists, news groups, forums, chat rooms, and other similar discussion type forums are not yet authorized for students and may not be used.

4.7. Plagiarism and Copyright Infringement

4.7.1. You will not plagiarize works including written, graphical, or pictorial data that you find on the Internet. Plagiarism is taking the ideas or writings of others and presenting them as if they were original to you.

4.7.2. You will respect the rights of copyright owners. Copyright infringement occurs when you inappropriately reproduce a work that is protected by a copyright. If a work contains language that specifies appropriate use of that work, you should follow the expressed requirements. If you are unsure whether or not you can use a work, you should request permission from the copyright owner. Copyright law can be very confusing. If you have questions, ask a teacher.

4.8. Inappropriate Access to Material

4.8.1. You will not use the Cherokee County School District computer network to access material that is profane or obscene (pornography), that advocates illegal acts, that advocates violence or discrimination towards other people (hate literature), is illegal, or has no educational value.

4.8.2. If you mistakenly access inappropriate information, you should immediately notify your teacher or other school official of the time and nature of the site accessed.  This will protect you against a claim that you have intentionally violated this policy.  The Cherokee County School District computer network is monitored for compliance with this policy.

4.8.3.  Your parents should instruct you if there is additional material that they think would be inappropriate for you to access. The district fully expects that you will follow your parent's instructions concerning this matter.

4.8.4. You will not attempt to circumvent, bypass, disable, exploit, workaround, break, or render ineffective in any manner whatsoever the security, protection, and/or filtering measures of the Cherokee County School District network.  Any such attempt, whether successful or not, will result in disciplinary action as outlined in the student code of conduct.

5. Your Rights

5.1. Free Speech

Your right to free speech, as set forth in the Cherokee County Board of Education Code of Conduct, applies also to your communication on the Cherokee County School District Network. The Cherokee County School District Network is considered a limited forum, similar to the school newspaper, and, therefore, the District may restrict your speech for valid educational reasons. The District will not restrict your speech on the basis of a disagreement with the opinions you are expressing.

5.2. Search and Seizure.

5.2.1. You should expect only limited privacy in the contents of your personal files on the District system. The situation is similar to the rights you have in the privacy of your locker.

5.2.2. Routine maintenance and monitoring of the Cherokee County School District computer network may lead to discovery that you have violated this Policy, the Cherokee County Board of Education Code of Conduct, or the law.

5.2.3. An individual search will be conducted if there is reasonable suspicion that you have violated this Policy, the Cherokee County Board of Education Code of Conduct, or the law. The investigation will be reasonable and related to the suspected violation.

5.3. Due Process

5.3.1. The District will cooperate fully with local, state, or federal officials in any investigation related to any illegal activities conducted through the Cherokee County School District Network.

5.3.2. In the event there is a claim that you have violated this Policy or the Cherokee County Board of Education Code of Conduct in your use of the Cherokee County School District Network, the due process policy as outlined in the Cherokee County Board of Education Code of Conduct will be followed.

5.3.3. If the violation also involves a violation of other provisions of the Cherokee County Board of Education Code of Conduct, it will be handled in a manner described in the Code of Conduct. Additional restrictions may be placed on your use of the Internet and/or computers and/or other resources of the Cherokee County School District Network as a disciplinary measure.

6. Limitation of Liability

The District makes no guarantee that the functions or the services provided by or through the District system will be error-free, without defect, or always available. The District will not be responsible for any damage you may suffer, including but not limited to, loss of data or interruptions of service. The District is not responsible for the accuracy or quality of the information obtained through or stored on the system. The District will not be responsible for financial obligations arising through the unauthorized use of the system.

7. Personal Responsibility

When you are using the Cherokee County School District computer network, you are responsible for the educational use of the system and are subject to the limitations, restrictions, and policies set forth for its use by the Cherokee County Board of Education and the Technology Office. Violations of said policies may result in disciplinary action.

PLEASE SIGN AND DATE BELOW AND RETURN TO YOUR SCHOOL

Cherokee County Board Of Education - Technology Acceptable Use Policy

STUDENT ACCEPTABLE USE AGREEMENT FORM

Dear Parent and/or Guardian and Student,


The Cherokee County Board of Education has established the attached policy statement and guidelines that will govern the use of technology.  The policy statement and guidelines are for your safety and protection and address Internet access, E-mail, and use of the Cherokee County School District Network.  The policy statement and guidelines must be read and signed by each student and parent and/or guardian to have access to the Cherokee County School District Network, Internet resources and/or e-mail privileges.


Violations of this policy statement and guidelines are subject to the Cherokee County Board of Education Student Code of Conduct.


I acknowledge by my signature below that I have read, understand and agree to all terms, policies, and guidelines set forth in the Cherokee County Board of Education Technology Acceptable Use Policy. If I am a parent/guardian, I also acknowledge that I have reviewed these policies with my child/student.

Please Initial one of the statements below:

_____
I give permission to allow my child/student to access the resources of the Internet. 

_____
I do NOT give permission to allow my child/student to access the resources of the Internet.

Date: ________________________________________________________________

Student Name:_________________________________________________________  

Student Signature:______________________________________________________

Parent/Guardian Name: _________________________________________________

Parent/Guardian Signature: _______________________________________________            
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